
HOUND MASKER
Privacy-Preserving Attack Path Analysis for BloodHound



WHOAMI
Security Consultant at NetSPI
Founder of TheAbhisekCast (Cybersecurity Podcast)
Speaker at Bsides, Null and a few more community chapters

 









INTERNAL NETWORK, 
ACTIVE DIRECTORY &

BLOODHOUND



WHAT DOES A BLOODHOUND EXPORT
ACTUALLY HOLD?

AND HOW DOES IT WORK?
Objects and Relationships



WHO HERE HAS LOST AN EVENING TO
A BLOODHOUND GRAPH?



AI IS GREAT AT REASONING OVER
GRAPHS, SO WHY NOT JUST PASTE IT IN?



…BUT WHAT ARE YOU ACTUALLY
HANDING OVER?



WHAT IF YOU KEEP THE GRAPH BUT DROP
THE IDENTITY?



WHY NOT JUST FIND-AND-REPLACE THE
NAMES?

Objects, Relationships and Tier 0 Assets



https://github.com/SpecterOps/TierZeroTable



SO WHAT GETS MASKED?



AND WHAT GETS EMPTIED ENTIRELY?



WHAT STAYS UNTOUCHED



HOW PAINFUL IS IT TO RUN?





DOES THE GRAPH ACTUALLY SURVIVE?



Domain Trusts





An attack path with ACLs





DISCLAIMER



NOW BRING IN THE LLM



CLAUDE MCP AND HOW DID THAT
RESPOND?







LOOKS SO GIBBERISH, RIGHT?





and the AI caveat even in sanitized data?



CURRENT VERSION LIMITATIONS?



WHERE CAN I FIND IT?
https://abhis3k.in/blog/
https://github.com/abhisek3122/HoundMasker



RELEVANT TOOLS
https://github.com/kaydaskalakis/AnonymousHound
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