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Altered Security
• Trained more than 50000 security professionals from more than 130 

countries!
• Our Red Team Labs Platform enables labs to be:

• Affordable
• Easy to Access
• Stable and provide great user experience
• Fun to Solve
• Big enough to feel enterprise-like
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Red team labs alteredsecurity.com/online-labs

Instructor-led bootcamps alteredsecurity.com/bootcamps

GitHub github.com/AlteredSecurity

Lab Platform enterprisesecurity.io

Free Labs and Challenges redlabs.enterprisesecurity.io

https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/bootcamps
https://github.com/AlteredSecurity/
https://enterprisesecurity.io/
https://redlabs.enterprisesecurity.io/
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• Altered Security's month-long Red Teaming event. 
- Research blogs and webinars on Red Teaming for on-prem, Azure and AI. 
- Call for papers.
- Discounts and giveaways.
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What is Hacker Summer
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• You can ask questions on general channel (#general) on our 
Discord server (https://discord.com/invite/vcEwaRMwJe). We 
won't be able to monitor Zoom Chat.

• To ensure a smooth experience, participants are not allowed to 
use their microphone.

• Please maintain professional conduct and a respectful 
atmosphere throughout the webinar.
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Webinar Ground Rules

https://discord.com/invite/vcEwaRMwJe
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Hacking Browsers
The Easy Way
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Today’s journey
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Responsible disclosure
All bugs have been responsibly disclosed to the vendor. Not all vulnerabilities have been fixed. 

All vendors have had >180 days to put mitigations in place.
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What do you think a vulnerability

in a browser looks like?
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My bugs are a little* less impressive
*read as: a lot
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My bugs are a little* less impressive
*read as: a lot

But none the less: real bugs with real impact
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What you can expect today

Local File Inclusion
In a browser within another application
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What you can expect today

Local File Inclusion
In a browser within another application

Bypass of File Download Restrictions
In Google Chrome

Stealing your private GitHub repository
In Google Chrome

Prompt Injection
In FireFox





Isn’t this talk supposed to be about hacking browsers?













File access restrictions for file:// and local paths
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 Can I somehow get an HTML file 

available on http://absolute?
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1. Get victim to download .html file

2. Get victim’s Windows username

3. Get victim to open

http://absolute/C:/Users/<NAME>/Downloads/file.html
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 The attack I really wanted
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http://attacker.com
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Makes an SMB call 
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SMB was non-practical

BUT

There is an alternative!
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Putting it all together!
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http://absolute///attacker.com/files.html
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Back to the browsers
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available on http://absolute?

1. Get victim to download .html file

2. Get victim’s Windows username

3. Get victim to open

http://absolute/C:/Users/<NAME>/Downloads/file.html
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An attacker could change the filename (and extension) of a file

after the user had given permission to save the file with another filename
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Stealing your private GitHub repo



https://aikido.dev



https://aikido.dev



https://aikido.dev

Just 4 lines of code



https://aikido.dev

Just 4 lines of code



https://aikido.dev

Just 4 lines of code



https://aikido.dev

Just 4 lines of code



https://aikido.dev

Just 4 lines of code



https://aikido.dev

http://attacker.com

Issue 1: File handle

1. Create file 

handle to file
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http://attacker.com

Issue 1: File handle

1. Create file 

handle to file

2. Delete file

5. Read file

Github.com
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 But the user still needs to give

Permission to open that file handle?
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Time to slow things down!
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Even slower?
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“Enter-jacking”
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“Enter-jacking”



https://aikido.dev

Mandatory AI vulnerability
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The full research journey
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Conclusion: Yes, you can hack browsers

without insane technical skills
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Hacking Browsers
Go out there and find some bugs!
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Thank you
• Please provide feedback.

• Discord (#general channel for this webinar) - 
https://discord.com/invite/vcEwaRMwJe

• Red Team labs: https://www.alteredsecurity.com/online-labs
• Bootcamps: https://www.alteredsecurity.com/bootcamps
• Free Azure Red Team Labs: https://redlabs.enterprisesecurity.io/
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