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About me

• Twitter - @nikhil_mitt

• Founder of Altered Security - alteredsecurity.com

• GitHub - github.com/samratashok

• Creator of Nishang, RACE toolkit and more

• Interested in Active Directory, Offensive PowerShell, Azure Red 

Teaming and Enterprise Security.

• Previous Talks and/or Trainings

• DEF CON, BlackHat, BruCON, AltSecCON and more.
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https://www.alteredsecurity.com/


• Trained more than 50000 security professionals from more than 130 countries!

• Our Red Team Labs Platform enables labs to be:

• Affordable

• Easy to Access

• Stable and provide great user experience

• Fun to Solve

• Big enough to feel enterprise-like
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Altered Security

Red team labs alteredsecurity.com/online-labs

Instructor-led bootcamps alteredsecurity.com/bootcamps

GitHub github.com/AlteredSecurity

Lab Platform enterprisesecurity.io

Red Labs (Free Labs and Challenges) redlabs.enterprisesecurity.io

https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/bootcamps
https://github.com/AlteredSecurity/
https://enterprisesecurity.io/
https://redlabs.enterprisesecurity.io/


Agenda

• Understanding Microsoft Opal and its intended use.

• Features of Opal useful for Red Team Operations.

• Abusing Opal to evade security controls.

• Comments on Microsoft's approach to Opal.
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What is Microsoft Opal?

• Opal is a Computer-using Agent (CUA) capability in Microsoft 
Copilot. As of October 2026, only available in Frontier.

• Opal provides an agent the capability to access a Windows 365 
Cloud PC on the user's behalf to execute tasks. 

• Microsoft suggests to use Opal for browser-based tasks. All 
resources and applications access is limited to the current user 
identity.
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Microsoft Opal - Security and Safety

•  As per Microsoft - "Project Opal is built with enterprise-grade 

security, transparency, and control by default"

- Every job runs inside a dedicated, secure Windows 365 Cloud PC, which 

is Entra-joined and Intune-enrolled.

- A separate supervisor provides independent checks on the reasoning 

model

- The user can pause task execution at any time and can even take 

control of the Windows 365 Cloud PC.

• Source - https://techcommunity.microsoft.com/blog/microsoft-copilot-blog/introducing-

project-opal-a-new-way-to-get-task-based-work-done/4470999

AltSecCON 2026 NOpal: Opal features in Red Team Tradecraft 6



Microsoft Opal - Features

• The Windows 365 Cloud PC used by the agent Entra-joined, Intune-
enrolled and Company owned.

• By default any website is accessible by the agent.

• A recent addition is ability to run PowerShell code.

• No mandatory MFA on the Opal portal - 
opal.frontier.microsoft365.com

• The computer used by the agent is not on-boarded to MDE by 
default.

• Opal can access other agents, supports custom skills and Copilot 
features like Work IQ.
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Research Methodology

• Start with two compromised user identities.

- First one is assigned license and access to Opal.

- Second identity has high privilege roles and is protected by conditional 

access policies and is monitored for sign-in anomalies.

• Check if Opal helps in using credentials of the second identity. 

• Find out features that can be abused.
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Microsoft Opal - Features Abuse - Evasion

Conditional Access that requires Entra joined device and/or 

Company owned.
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Microsoft Opal - Features Abuse - Evasion

Conditional Access that requires Compliant device.
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Microsoft Opal - Features Abuse - Evasion

• Thanks to CAP evasion, tools like Azure CLI can be used from 

Opal to request tokens for a user.

• Such tokens (Graph, ARM etc.) can then be used to access 

resources as the target user.

AltSecCON 2026 NOpal: Opal features in Red Team Tradecraft 11



Microsoft Opal - Features Abuse - Evasion

Entra ID Protection

• Entra ID protection relies on suspicious or anomalous sign-in 

activity.

• Sign-in from cloud PC used by Opal does not trigger any such 

detection as it is in a 'trusted' environment.

• This also helps in evading Risk-based conditional access policies.
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Microsoft Opal - Features Abuse - Enumeration

Work IQ

• Opal can talk to Work IQ and other agents. 

• Work IQ can search organizational data quickly and can help in 

finding files containing credentials, business sensitive 

information and communication records from files, documents, 

emails, chats and more.
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Microsoft Opal - Features Abuse - PowerShell Scripts

• We can instruct Opal to quickly perform tasks with the help of 

PowerShell scripts. 

• The scripts and actions are very well audited but this is useful for 

quick enumeration, network scans, connecting to other 

computers and information gathering.
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Bonus - Access Opal from Opal
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Limitations

• All the research has been tested in a lab environment. 

• Opal supports custom skills. That feature was not tested for this 

research. 

• Severe lack of documentation.
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Conclusion

• Opal attaches a compute with an identity.  

• Not "security first" for sure.

- No mandatory MFA for Opal portal.

- Less focus on stopping abuse of the cloud PC.

• An excellent foothold for data exfiltration (Work IQ, custom skills 

and other agents) and cloud PC for tasks that need compute.

• The CAPs that are evaded apply mostly on high privilege 

accounts.
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Thank you

Questions?

AltSecCON
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