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AlteredSecurity

Altered Security
• Trained more than 50000 security professionals from more than 130 

countries!

• Our Red Team Labs Platform enables labs to be:
• Affordable

• Easy to Access

• Stable and provide great user experience

• Fun to Solve

• Big enough to feel enterprise-like
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az account show
Hitesh Duseja (LinkedIn: www.linkedin.com/in/hduseja)

az role assignment list
• Security Researcher @ Altered Security

• Strong passion for Enterprise Cloud Security, and Red Teaming.

• Overall 7.5+ years of hands-on experience

• Original research in Intune (now part of our Azure courses) and Hybrid 
Identity (not yet Public).
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Get-AzContext
Prajwal Kumar Pandey (LinkedIn: www.linkedin.com/in/prajwalkpandey)

Get-AzRoleAssignment
• Security Researcher @ Altered Security

• Azure-first career

• Passionate about solving cloud and security challenges

• Certifications : Az-900, Az-104, Az-500, SC-401, SC-100
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Mission, Vision and Core Values
• Help individuals and organizations build strong skills in Red Teaming, Cloud 

Security, and Information Security through immersive, hands-on training.

• Provide innovative, practical, and affordable education that delivers 
real-world value.

• Build a global community of skilled security professionals with 
demonstrable expertise.

• Our Values:
• Quality

• Innovation

• Empathy

• Giving Back
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What is Month of Azure Red Teaming (MoART) ?
• We have observed that there is a lack of awareness about 

Azure and Entra ID Threat landscape. When Red Teaming 
is used in infosec discourse, it is usually limited to on-
prem environments. 

• Month of Azure Red Teaming is our way to bring a 
change by having meaningful discussions around Azure.

• It is absolutely not necessary to spend 1000s of $ to learn 
red teaming in Azure and Entra ID. For that, our Red Labs 
(https://redlabs.enterprisesecurity.io) are there to help 
you out.
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Webinar Ground Rules
• You can ask questions on redlabs channel (#redlabs) on our 

Discord server (https://discord.com/invite/vcEwaRMwJe). We 
won't be able to monitor Zoom Chat. 

• The lab will be made available to all users on the Red Labs 
platform for practice on upcoming Monday(27th April 2026), 
so there is no follow along.

• To ensure a smooth experience, participants are not allowed 
to use their microphone.

• Please maintain professional conduct and a respectful 
atmosphere throughout the webinar.
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Azure App Service 
• Azure App Service is a Platform as a Service (PaaS) solution lets you run 

web applications, mobile back ends and RESTful APIs. 

• It includes a built-in Deployment Center that provides a single interface for 
configuring and monitoring CI/CD pipelines for your app.
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Deployment Center
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Azure Resource Manager (ARM) API 
• Central management layer for all administrative operations in Azure.

• Governed by Azure Role-Based Access Control (RBAC).
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ARM API Access
• Identities explicitly require a role at a specific scope before they can 

perform any operations.
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Guest User
• A user who has an account in an external Microsoft Entra organization or 

an external identity provider. 

• The user object created in the Microsoft Entra directory has a UserType of 
'Guest'.

• No default permissions in the tenant.
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Entra View of Guest Account
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Entra View of Guest Account
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Tenant Boundary
• ARM APIs operate strictly within tenant boundaries, ensuring that 

resources and operations are isolated per tenant*.

• RBAC role assignments are enforced at the tenant level, meaning access 
permissions are scoped and controlled within each tenant independently.
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Decoded Access Token
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Global ARM API Endpoints
• Not tied to specific scopes such as:

• Subscription

• Resource Group

• Management Group

• These APIs do not rely on traditional Azure RBAC role assignments at those 
scopes for authorization.
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Endpoints

https://management.azure.com/providers/Microsoft.Web/publishingUsers/web?api-version=2024-11-01
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PublishingUser Endpoint
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SourceControl Endpoint
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Tenant Endpoint
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Basic Authentication in Azure Web Apps
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Basic Authentication in Azure Web Apps
• Used for deployment and management access.

• It allows tools like FTP, Web Deploy, and Git to connect using publishing 
credentials.

• Disabled by default.

• Deployment credentials Types:
• Application-Scope

• User-Scope
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User Level Deployment Credentials
• Single credentials for entire Azure account.

• Minimum Website Contributor Role is required to setup Deployment 
Credentials.
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GitHub Access Tokens
• Authenticate APIs/Git without username/password.

• Types:
• ghp for GitHub personal access tokens

• gho for OAuth access tokens

• ghu for GitHub user-to-server tokens

• ghs for GitHub server-to-server tokens

• ghr for refresh tokens
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Kudu Service
• Kudu is the engine behind git deployments in Azure App Service.

• Accessible at: 
• https://<appname>.scm.azurewebsites.net

• Provides access to environment variables.

• Website Contributor is needed to access it.
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Kudu Interface
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Terraform 
• Infrastructure as Code (IaC).

• Terraform keeps track of 
infrastructure using a state file 
(terraform.tfstate).

• .tfvars file can be used to store 
variable values separately from 
the main configuration. 
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Logic App 
• Cloud-based workflow automation service for integrating applications and 

data.

• Every Logic App runs using triggers and actions.

• Used for automation, integration, and business workflows.
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Scenario
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Mitigation
• Use Fine-grained Personal Access Tokens (PAT) scoped at a particular Repository. 

• Configure OIDC for GitHub Actions.

• Disable Basic Authentication.

• Manage external collaboration to minimize the attack surface. 
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Mitigation using Fine-Grained Access Token
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For other premium red team labs: 
https://www.alteredsecurity.com/online-labs

For bootcamps: 
https://www.alteredsecurity.com/bootcamps

For Red Labs Platform:
https://redlabs.enterprisesecurity.io 

Join us at Discord - 
https://discord.com/invite/vcEwaRMwJe
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