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About me

o Twitter - @nikhil_mitt
* Founder of Altered Security - alteredsecurity.com

* GitHub - github.com/samratashok
* Creator of Nishang, RACE toolkit and more

* Interested in Active Directory, Offensive PowerShell, Azure Red
Teaming and Enterprise Security.

* Previous Talks and/or Trainings
« DEF CON, BlackHat, BruCON, AltSecCON and more.
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https://www.alteredsecurity.com/

Altered Security

 Trained more than 50000 security professionals from more than 130 countries!

 Our Red Team Labs Platform enables labs to be: '
» Affordable
Easy to Access

Stable and provide great user experience

Fun to Solve AI.TERED SECUHITY

Big enough to feel enterprise-like

Red team labs alteredsecurity.com/online-labs
Instructor-led bootcamps alteredsecurity.com/bootcamps
GitHub github.com/AlteredSecurity

Lab Platform enterprisesecurity.io

Free Labs and Challenges redlabs.enterprisesecurity.io
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https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/online-labs
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https://enterprisesecurity.io/
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Agenda

« Understanding Microsoft's attempt to arrest token replay attacks
using CAE.

 Analysis of CAE against well-known token stealing techniques.

* Conclude that we are not impressed :D
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What is CAE?

» Continuous Access Evaluation (CAE) is a security control by
Microsoft to revoke access token in near real time.

 CAE enables revocation of access token when certain scenarios
and events are triggered.

* The goal of CAE is to restrict access token replay.
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Why CAE?

 Access token replay is a potent attack and a headache to check.

* As use of access token is not an authentication activity, there are
many benefits:
- No sign-in logs
- No Conditional Access enforcement
- No Risk based checks or scoring by Entra ID Protection
- With exceptions, MFA claims in the token (allowing MFA evasion)

« CAE helps in addressing this.
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How CAE works?
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How CAE works?

* A token claim "xms_cc" with the value "CP1" is used by both the
client and the resource server to indicate support for CAE.

* The access token lifetime is supposed to increase up to 28
hours.

» Both Client and Resource Server must be CAE capable.

"xms_cc": |

I,
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Triggers

e Critical Event Evaluation
- User Account is deleted or disabled
- Password for a user is changed or reset
- Multifactor authentication is enabled for the user
- Administrator explicitly revokes all refresh tokens for a user
- High user risk detected by Microsoft Entra ID Protection

 Conditional Access Policy Evaluation
- Triggered on change of location
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CAE In action

* Attacker steals an access token for Graph API.

* Uses it from a new location using Az PowerShell.
» CAE steps in.
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Stealing Access Tokens - Tradecraft

* Let's check different techniques of stealing access tokens and
see If we get a CAE capable token.

 Each technique will be tested against Identity (Graph API),
Management Plane (ARM API) and Data Plane (Key Vault and
Storage).
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Research Methodology

* The focus of the research is on access tokens. Refresh tokens are
assumed to be OPSEC unsafe.

e | wanted to find out if tokens are CAE-capable when we steal
them and not when we request them with refresh tokens.
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Tradecraft - ConsentFix

* A variant of the infamous ClickFix attack.

* Trick a victim in sharing Authorization URL resulting in refresh
and access token compromise.

 Evades Conditional Access and MFA.
https://pushsecurity.com/blog/consentfix
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Victim Phishing Page

1. Victim visits the phishing page,
where he is prompted to enter his
Entra ID UPN for validation.

Target User 254

Microsoft

2. Victim is redirected to Entra ID
sign-in page in a separate window.

Victim's Browser

=x
B
This site can't be reached
— < 3. Victim authenticates using password and
MFA or any other authentication
method and authorizes the app.

l

Microsoft Azure

Pick an account

£ ot som

4. Victim is redirected to localhost
with auth code visible in URL.

v

Y

|
5. As directed in the web page instructions,

URL to complete verification. i
[

v

? Complete Sign-In

6. The victim is redirected to
Microsoft's default M365 Copilot page.
L

7. The attacker steals the
authorization code from the
localhost URL given by the victim
8. Attacker redeems the tokens

for the desired resource as the victim,
using the stolen authorization code.
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9. Attacker gets access to victim's
account with the help of bearer access tokens.

Attacker
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Tradecraft - lllicit Consent Grant

* Trick a user in
consenting to malicious
Entra ID application.
More effective with
admin consent.

* Evades Conditional
Access and MFA.
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Tradecraft - Device Code Phishing

* Trick a user in using attacker generated Device Authorization
code.

* Evades Conditional Access and I\A.I':A.

b 4
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Tradecraft - AITM

* Attacker sits between the victim and legit website, relays

credentials, non-phishing-resistant MFA and captures

credentials + authentication cookies.

AlteredSecurity

e
1. User puts their password
into the phishing site
' 4. Phishing site proxies the
MFA screen to the user
User
A 5. User inputs the additional
authentication Phishing site
8. Phishing site redirects
the user to another page

. Phishing site proxies request

to the actual website

»
»

Website returns an MFA
screen

A

. Phishing site proxies request

to the actual website

»
»

Website returns a
session cookie

A

—»  TLSSession <4— >  Malicious proxy server
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Tradecraft - FOCl and BroCl Abuse

* Family Of Client IDs (FOCI) is a set of "First-Party" Microsoft
clients that are compatible with each other.

* Refresh token for a client can be exchanged for tokens for any
other client applications in the family.

* For example, a token for MS Office can be used to request a
token for Teams.

* Similarly, certain applications (like Azure Portal) can act as a
broker to get tokens for some other applications - BroCl/NAA.

AlteredSecurity Continuous Access Evasion
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Tradecraft - Agent Identity Abuse

* Three usable agent identities in Entra ID MEF Agent identity Blueprint
derived from Agent Blueprint. |

WEM  Blueprint Principal
- P p

By adding a client secret (Blueprint |
credential) to the Blueprint, we can request  gg'* Agentdentity
tokens for all the identities associated with 1

It. - Agent Identity
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Tradecraft - PRT Abuse

* Primary Refresh Token (PRT) is a special type of refresh token to
enable SSO.

* If we compromise PRT for a user, it can be used to request
refresh and access tokens (Pass-the-PRT).

* PRT has the capability to request refresh and access token for
any client and any resource.

AlteredSecurity Continuous Access Evasion
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Tradecraft - Token from Browser, Disk or
Desktop Apps

e A token can be stolen from Browser cookies (ESTSAUTH?).

* From Disk "%USERPROFILE%\.Azure' (by Az PowerShell and az
cli) and '%LOCALAPPDATA%\Microsoft\TokenBroker\Cache' (by
Office Apps and Teams) - DPAPI protected but extractable from
user session.

* Memory of Desktop Applications (like Office Apps and Teams).
» Traffic Interception using tools like mitmdump.

AlteredSecurity Continuous Access Evasion
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Tradecraft - Token from Active Session

* If we compromise a machine where a user has active logon
using CLI tools like Az PowerShell or az cli, it is possible simply
request access tokens using that login.

 Additionally, if someone uses an access token with Az
PowerShell to connect to a tenant (and doesn't logout), it is
cached in clear-text in
‘% USERPROFILE%\.Azure\AzureRmContext.json'. This is specially
useful for access tokens for Workload Identities as they have
longer lifetime.
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Stealing Access Tokens - Tradecraft Summary

Technique Name

ConsentFix / AuthCodeFix

Illicit Consent Grant

Device Code Phishing

AiTM

Agent Identity Abuse

Primary Refresh Token Abuse

FOCI and BroCl Abuse

Token Stolen from Browser or Disk

Token Stolen from Desktop Apps
(Office, Teams)

Token Stolen from Active Session
(az cli, Az PowerShell and Mg
Module)

AlteredSecurity

No

No
No
No
No
No
No
No

Yes* (in some cases)

Yes

Continuous Access Evasion

No

No
No
No
No
No
No
No
No

No

Graph token CAE-cabaple? ARM and Data Plane Tokens CAE-capable?
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Evasion for Location Event Evaluation

« Use compromised compute resources that may have their
outbound IPs trusted.

 This may not only defeat CAE but also Location based
Conditional Access, Entra ID Protection and NSGs.

« Examples: App Services, Functions, VMs, Azure Arc machines,
On-Prem foothold etc.

AlteredSecurity Continuous Access Evasion
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Bonus Evasion - Project Opal

* Very interesting project - Mierosott Microslop Project Opal.

* As of September 2026, with credentials of a user who has access
to Opal, you can access a fresh Windows 365 Cloud PC that is
Entra Joined, Compliant and Company Owned.

* The web portal to access Opal has no mandatory MFA
enforcement - https.//opal.frontier.microsoft365.com

°
-
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Bonus Evasion - Project Opal

C @ https://opal.frontier.microsoft365.com/28df8ef4-fdb8-4854-b396-c18a25283af8

< §» Opal Microsoft My Apps Verification Stopped

~ Command Prompt

KeyProvider

AzureAdJoined :
EnterpriseJoined :
DomainJoined :
Virtual Desktop :
Device Name :

Deviceld :

Thumbprint :
DeviceCertificateValidity :
KeyContainerId :

: Microsoft Platform Crypto Provider
TpmProtected :
DeviceAuthStatus :

Microsoft Windows [Version 10.0.26200.9448]
(c) Microsoft Corporat

. ALl rights reserved.

C:\Users\NikhilMittal>dsregcmd /status

NO

NO

NOT SET
BP9HQ21GQMMENKJ

5cb598e5-75cc-U51c-8f07-2bad3U370964
12B60C67951C39613D5B7D8152A8FUO5CU351A57

[ 2026-08-31 20:21:08.000 UTC — 2036-08-31 20:51:08.000 UTC ]

71e87U3c—Ffea9-Ucl5-bo5b-2bc36db27aue

YES
SUCCESS

L - CBC>

L) You have control

Opal will not take screenshots or track y

Let Opal kno

place

Return Control

(Optional)

~ T 1:42 PM I

9/17/2026
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Useful CAE "Features" for Attackers

* A client can request non-CAE token even if the Resource Server is
capable!

* Managed Ildentities are not supported for CAE (and the access token
for a Ml has a lifetime of 24+ hours).

« ARM, Storage, Vault and more are not CAE capable.
ARM -> Access a resource -> Profit
ARM -> Access a resource -> Managed Identity -> Profit

» CAE doesn't support Guest accounts.

AlteredSecurity Continuous Access Evasion
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Research Methodology

* The focus of the research is on access tokens. Refresh tokens
were assumed to be OPSEC unsafe.

e | wanted to find out if tokens are CAE-capable when we steal
them and not when we request them with refresh tokens.

AlteredSecurity Continuous Access Evasion
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Prior Work

* In-depth research by researchers from ERNW on Token Theft,
CAE and more - "Token Theft in Microsoft Entra ID - An Analysis
of Controls" - https://ernw.de/en/whitepapers/issue-80.html
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Defense

 To defend tokens, Microsoft suggests a Defense-in-depth

strategy.
- Minimize risk - Reducing the attack surface
- Detect + Mitigate - Risk based CAP and CAE.
- Protect against replay - Token Protection, IP Allowlisting etc.

https://learn.microsoft.com/en-us/entra/identity/devices/protecting-tokens-microsoft-entra-id#defense-in-depth-strategy-
against-token-theft

 For CAE evasion, there is no specific defense as we rely on
Implementation gaps.
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Conclusion

» Server-side enforcement, unlike the current
client-driven issuance.

GIVEMENON-CAETOKEN |

'HERE IS YOUR NON-CAE TOKEN

* Microsoft needs to start using it more for own
applications and token acquisitions.

* Trigger on change in both Azure and Entra ID
Roles, Group Membership, ABAC etc.

» Start supporting Managed Identites. Report-only
mode if revocation can't be enforced.
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cS

ALTERED SECURITY

Thank you

Questions?
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