Poisoning Copilot CoWork:
Reworking Trust in Al Agents



About Me

- LinkedIn - linkedin.com/in/hduseja

| 35 )

Hitesh
Duseja

- Overall, 8+ years of hands-on experience
in Information Security.

- Strong passion for Enterprise Cloud
Security, and Red Teaming.

- Spends days researching attack vectors in

Azure Security Researcher @ Altered Security Azure, Intune, Entra ID, Hybrid Identity
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and M365 services with implementable
defenses.
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Preamble

AGENTIC Al:

THE NEXT FRONTIER

Auy H H . QIENTED
TONOwy - = coul-0P

ADAPTABILTY &
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'. Microsoft Copilot: The Enterprise Al Interface

® Microsoft Copilot usually refers to the
Copilot chat service from Microsoft,
which is powered by Large Language
Models (LLMs) that understands user
gueries in natural language and generate
responses.

® Users can access the Microsoft 365
Copilot app at copilot.cloud.microsoft
and interact with the conversational
assistant for getting answers to their
queries.

) Microsoft Gopilot x| +

o ¢ c © & copilotdoudmicrosoft/chat?fromcode=cmmuBqodiz1&llhredirected=1es=AutoSigninBiredirfrom=userTypeCookieBiredii

Copilot HE D A

© Newchat
Q Search
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3 Notebooks

Hi, what can | help you with?

+ Message Copilot
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" Microsoft Copilot: The Enterprise Al Interface

Copilot is the Ul for Al

Copilot Copilot Studio

Copilot Control System

Source: Microsoft Docs
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But, What are Al Agents?
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Microsoft Copilot CoWork

To provide a more coherent experience to
its enterprise customers, Microsoft
launched its own agent called Microsoft
Copilot CoWork, which is tightly coupled
with Microsoft 365 suite of Microsoft Office
products such as Teams, Outlook, Word,
Excel, PowerPoint etc.

Microsoft Copilot CoWork acts as a
personal assistant. It goes one step ahead
by assisting users with task completion
rather than just answering on chat window.

D ¢

Copilot

Cowork

. New task

@  copiotdoud.microsoftjcoworkles=Clck

U

Where should we start today?

+
B Add work context

7 Upload images and fles

A Attach cloud files and folders it St .

= Customize

Auto Medium
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Step 1

Advertised
Metadata & high-level

descriptions added to context.
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Issues with Al Agents

The Context-Bloat Problem

How skills solve this problem?

Step 2 Step 3
Loaded —» Resource Read
Model calls load_skill to fetch Model calls

full instructions.

read_skill_resource for templates.

Poisoning Copilot CoWork

Step 4

Completed

The final high-expertise
response is produced.
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Internals of CoWork Agent

BUILT-IN SKILLS

*  Automating Productivity with MSOffice
Scheduling Meetings

. Daily Briefing
Enterprise Search

. Communication using Outlook, Teams

Understand the goal

Skills

User Goal

|

Copilot Cowork (grounded in WorklQ)

Plan the steps

|

Capability Selection

CUSTOM SKILLS

*  Custom-made Skills for automating
organization specific workflows

*  Shareable with colleagues

. Upto 50 skills possible

|

Governed Task Execution

PLUGIN SKILLS

. From the M365 App Store or admin-
deployed

* e.g. Finance, Legal, CRM
Plugins package skills and/or
connectors

Tools | | Permission checks | | Approvals when required

|

Results & User Review

Deliver | | Review | | Refine
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~

ﬂ) THE BRAIN —»

% Always loaded.
Tells the agent
what this skill is
and how to do it.

AltSecCon 2026

Skills

' my-skill/
s SKILL.md
YAML FRONTMATTER

+ name: my-skill
+ description: What this skill does and when to load it.

MARKDOWN WORKFLOW
Step-by-step instructions, decision rules, and guardrails.
This is the prompt the agent follows.

——» ' scripts/

— references/

-

L—p | | assets/

il

_r

Metadata the agent sees first.
The description is the wake-up signal that decides
whether to load the rest.

The agent follows these instructions to complete the job
consistently.

Code the agent runs. For deterministic, repeatable steps.

Docs and knowledge the agent pulls on demand.

Em—— I;:] ASSETS/

Templates, snippets, and other reusable materials.

Source: https://blogs.cisco.com/learning/make-ai-agent-skills-that-work-the-way-you-do

Poisoning Copilot CoWork

10



Skills Format

SKILL.md

name: branded-document
description: Generates consistently formatted branded Word documents. Use this when

When asked to create a Word document, follow these conwventions:

## Document Structure

- Always start with a title page including the document title, author, date, and ver
- Follow with a brief executive summary (2-3 sentences maximum)

- Use Heading 1 for major sections and Heading 2 for subsections

- End with a "Next Steps" or "Actions" section where appropriate

## Formatting

- Use the Standard body text style for all paragraph text

- Tables should use the Table Grid style with a shaded header Tow

- Code or command examples should use the Code style or a monospace font

## Tone

- Write in a professional but accessible tone

- Use active voice where possible

- Avoid jargon unless the document is explicitly technical and the audience is techn

Source: https://www.russ.cloud/2026/04/03/creating-custom-skills-for-copilot-cowork/
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Plugins

® A Cowork plugin is distributed using the Microsoft 365 app
package model.
® Plugins works as an extension to Microsoft Copilot CoWork
agent, by supplying it with additional skills, connectors to
other data sources, access to specific knowledge base using
MCP (Model Context Protocol).
® Third party plugins are available on Microsoft Marketplace to
use CoWork agent’s capability with services, other than that
of Microsoft
Example: Atlassian Rovo Plugin,
Adobe Journey Optimising Plugin.

AltSecCon 2026 Poisoning Copilot CoWork

BUILT
Developer will build the plugin

v
PACKAGING
my-cowork-plugin.zip
—— manifest json
—— color.png
—1—* outline.png
—T1—* skill-ones
—— SKILL.md
——* skill-two/
— SKILL.md
—T1* tools/ (optional)

# tool-descriptions.json

+ External: Remote MCP server
l—» manifest json

v
PUBLISHING

Upload Distribute it via
custom-made plugin Microsoft
in your own tenant Marketplace

+

ORGANIZATION / USER

v
INSTALL / ACQUIRE PLUGIN

v

COPILOT/COWORK
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Plugins on Microsoft Marketplace

[ © 3 mackepla

microsoftcom/en-us/search 157product=copilots

B2 Microsoft | Marketplace e

= Al Products Categones Industnes partners

Filters Ciear 31

% Enter keywords. busine
[ Acuse beneit cligile ©

Free trial

Products (1)

@ |© &2 copilot.doud.micrasoft

<«

Aare
Coplot 1) Get started by

Entering any use case. offer name, publisher name. or industry in the search bar, or clicking on a suggestion prompt.

[ oragon copin
B hecrosch 365 Copit

Dynamics 365
403 results found
Microsoh 365
Fiters: Copllot X Microsot 365 Coplot X
Power Platform
saas
Categones B a m
i Asana Dropbox Workday Al Meeting Notes Canva.
e TeamsMaestro
LT ] 0 wsaron 365 Coot @ - 0. B hcroson %5 Covot Q = =2 D oo
Ratings 1 " ‘ g %: v " " > x
Operating system s P g r S ks bl
Publsher * 46056 *arsim *eaa e * 46 2181 38008
e ree e
Complance
Get it now Get it now Get it now Get it now Get it now

Click#fcustomizephugins/P_oé:

Adobe Journey Optimizer Plugin

Created by Adobe

«»

Understand and troubleshoot your Journeys and Campaigns

Inspect, summarize, and troubleshoot Adobe Journey Optimizer journeys, campaigns. and channel configurations directly
from Microsoft 365 Copilot, Turn AJO retrieval APIs inta plain-language answers — check journey and campaign statuses,
surface stopped or orphaned drafts, spot channel canfiguration issues, and review your orchestration portfolio without.

Show

Connections

¢ Adoba Journey Optimizer MCP Server

Remate MCP server providing AJC tools for campsigns. journeys, loyaity, and channel configurations

Skills.

ist-campaigns
List, brawse, and

o

iew AJO campaigns. Use when asked to list, show, browse, or view 1

list-journeys

LF st browse

bout A10 journeys — incluging showing a jourey's flow disgram. Use when asked 1o list

AJ0 kayahty program challenges (tasks, pros
Promotions, rewars, or offers.

oticns, alfers). Use when asked shout loyalty challenges

AltSecCon 2026
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hat's the problem?

BYOP: Weaponizing ADMX
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Issues with Copilot CoWork

® Microsoft Cowork, utilize the user’s OneDrive to store skills and output.
That means, if OneDrive gets compromised, there is a direct risk for:
1) Data leakage (Tasks folder)
2) Skill poisoning (skills folder)

Microsoft
OneDirive

+ Create or upload Jocuments > Cowork v

Vishal Raj

AltSecCon 2026 Poisoning Copilot CoWork 15
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Skills poisoning

® Skill poisoning is embedding malicious
instructions, that are used by the agent
to perform the task, thereby making it
perform unauthorized actions.

® Itis part of Al supply chain attack and
can be categorized as indirect prompt
injection.

Poisoning Copilot CoWork
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Demonstration

il .
L Jd

AltSecCon_Demo.mp4

AltSecCon 2026 Poisoning Copilot CoWork


AltSecCon-Demo.mp4

In a nutshell

7.Poison the
skill

1. Phish via ConsentFix =
> 5. Found Skills Folder 6. Discover Skill 8. Await User Activity for >
< 2. Low Privilege » » Definition » invoking poisoned SKILL
Access Token

Attacker Victim

3. Abuse FOCI to
Mint MSTeams Token

v

JWT

Victim's OneDrive Skills Folder Skill with Trigger
A Gmail Connector

9. Drop Output in a File

i. 4. Lateral Access via Teams Token

Microsoft Teams Token

AltSecCon 2026

Hosts Tasks Folder ’ 10. Contains PIl Data -
—’ _ﬂ
r

Tasks Folder Exfiltrate Data

Poisoning Copilot CoWork
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Limitations

@7\

codeage

"ME TORTURING "Al" & UNTILIT
GIVES ME THE ANSWER | WANT"

With 37 messages to retrieve, [l write a script to fetch them all and save locally, using the identified server to access
them and writing results to 3 working file for compact reporting.

| should search for RunScript and think through the safety implications here—this is the user's own Gmail data being
compiled into their own private OneDrive folder, not a public artifact, so it may not violate the guardrail against
exposing secrets publicly, though | still need to weigh whether aggregating cradentials and Pl into one file Is
appropriate even in a private location.

AltSecCon 2026 Poisoning Copilot CoWork 20



® Agent-to-Agent Communication

(@)

AltSecCon 2026

Areas for Further Research

) IT WITH Al AGENTS

Agentic Al is the next frontier that Microsoft and &

other big tech are working on and it is going to run ‘5

PRODUCTMANAGERMEME.COM

using A2A communication

Just like MCP, security has not been baked in from
the start in new protocol called Agent2Agent
wony, e MYAURGENTS |
Hence, we can look for flaws especially in : ‘
attempting to hijack the Agent to agent
communication.

T T e
e e
4 el

4
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N CONCLUSION.
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