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About Me

- LinkedIn - linkedin.com/in/hduseja

- Overall, 8+ years of hands-on experience
in Information Security.

- Strong passion for Enterprise Cloud
Security, and Red Teaming.

- Spends days researching attack vectors in
Azure, Intune, Entra ID, Hybrid Identity
and M365 services with implementable
defenses.
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Azure Security Researcher @ Altered Security
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Preamble
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Microsoft Copilot: The Enterprise AI Interface

● Microsoft Copilot usually refers to the 

Copilot chat service from Microsoft, 

which is powered by Large Language 

Models (LLMs) that understands user 

queries in natural language and generate 

responses.

● Users can access the Microsoft 365 

Copilot app at copilot.cloud.microsoft

and interact with the conversational

assistant for getting answers to their 

queries.
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Microsoft Copilot: The Enterprise AI Interface
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Source: Microsoft Docs



AltSecCon 2026

But, What are AI Agents?
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Microsoft Copilot CoWork

● To provide a more coherent experience to 

its enterprise customers, Microsoft 

launched its own agent called Microsoft 

Copilot CoWork, which is tightly coupled 

with Microsoft 365 suite of Microsoft Office 

products such as Teams, Outlook, Word, 

Excel, PowerPoint etc.

● Microsoft Copilot CoWork acts as a 

personal assistant. It goes one step ahead 

by assisting users with task completion 

rather than just answering  on chat window.
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Issues with AI Agents
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Internals of CoWork Agent
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Skills
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Source: https://blogs.cisco.com/learning/make-ai-agent-skills-that-work-the-way-you-do
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Skills Format
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Source: https://www.russ.cloud/2026/04/03/creating-custom-skills-for-copilot-cowork/
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Plugins

● A Cowork plugin is distributed using the Microsoft 365 app 

package model.

● Plugins works as an extension to Microsoft Copilot CoWork 

agent, by supplying it with additional skills, connectors to 

other data sources, access to specific knowledge base using 

MCP (Model Context Protocol). 

● Third party plugins are available on Microsoft Marketplace to 

use CoWork agent’s capability with services, other than that 

of Microsoft

Example: Atlassian Rovo Plugin, 

Adobe Journey Optimising Plugin.
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Plugins on Microsoft Marketplace
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● Microsoft Cowork, utilize the user’s OneDrive to store skills and output.
That means, if OneDrive gets compromised, there is a direct risk for:

1) Data leakage (Tasks folder)
2) Skill poisoning (skills folder)

Issues with Copilot CoWork
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Microsoft 

OneDrive
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Skills poisoning

● Skill poisoning is embedding malicious 

instructions, that are used by the agent 

to perform the task, thereby making it 

perform unauthorized actions.

● It is part of AI supply chain attack and 

can be categorized as indirect prompt 

injection.  
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Demonstration
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AltSecCon_Demo.mp4

AltSecCon-Demo.mp4
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In a nutshell
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Limitations
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Areas for Further Research

● Agent-to-Agent Communication

○ Agentic AI is the next frontier that Microsoft and 

other big tech are working on and it is going to run 

using A2A communication

○ Just like MCP, security has not been baked in from 

the start in new protocol called Agent2Agent 

(A2A).

○ Hence, we can look for flaws especially in 

attempting to hijack the Agent to agent 

communication.
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